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ISO/IEC 27032 — Lead Cybersecurity Manager
Cybersecurity Management — Program

ISO/IEC 27032 Lead Cybersecurity Manager training enables you to acquire the expertise and competence needed to support an
organization in implementing and managing a Cybersecurity program based on ISO/IEC 27032 and NIST Cybersecurity framework.

During this training course, you will gain a comprehensive knowledge of Cybersecurity, the relationship between Cybersecurity and other
types of IT security, and stakeholders’ role in Cybersecurity.

After mastering all the necessary concepts of Cybersecurity, you can sit for the exam and apply for a “PECB Certified ISO/IEC 27032
Lead Cybersecurity Manager” credential. By holding a PECB Lead Cybersecurity Manager Certificate, you will be able to demonstrate that
you have the practical knowledge and professional capabilities to support and lead a team in managing Cybersecurity.

e Code : 1ISO-27032 Public Pré-requis
e Durée : 4 jours (28 heures ) e Administrateurs
e Consultants
Objectifs

e Acquire comprehensive knowledge on the elements and operations of a Cybersecurity Program in conformance with ISO/IEC
27032 and NIST Cybersecurity framework

e Acquire the necessary expertise to advise an organization on the best practices for managing Cybersecurity

e Acknowledge the correlation between ISO 27032, NIST Cybersecurity framework and other standards and operating frameworks

e Master the concepts, approaches, standards, methods and techniques used to effectively set up, implement, and manage a
Cybersecurity program within an organization

e | earn how to interpret the guidelines of ISO/IEC 27032 in the specific context of an organization

Programme

Contents e Lecture sessions are illustrated with examples based on
e This training is based on both theory and best practices case studies
used in the implementation and management of a ¢ Practical exercises are based on a case study which
Cybersecurity Program includes role playing and discussions

e Practical tests are similar to the Certification Exam

Modalités

e Type d’action :Acquisition des connaissances

e Moyens de la formation :Formation présentielle — 1 poste par stagiaire — 1 vidéo projecteur — Support de cours fourni a chaque
stagiaire

e Modalités pédagogiques :Exposés — Cas pratiques — Synthése

e Validation :Exercices de validation — Attestation de stages
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